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INFORMATION IN THIS DOCUMENT IS INTENDED AS A REFERENCE TO ASSIST OUR CUSTOMERS IN THE SELECTION OF 
SHANGHAI FUDAN MICROELECTRONICS GROUP CO., LTD PRODUCT BEST SUITED TO THE CUSTOMER'S APPLICATION; 
THEY DO NOT CONVEY ANY LICENSE UNDER ANY INTELLECTUAL PROPERTY RIGHTS, OR ANY OTHER RIGHTS, 
BELONGING TO SHANGHAI FUDAN MICROELECTRONICS GROUP CO., LTD OR A THIRD PARTY.  
WHEN USING THE INFORMATION CONTAINED IN THIS DOCUMENTS, PLEASE BE SURE TO EVALUATE ALL INFORMATION 
AS A TOTAL SYSTEM BEFORE MAKING A FINAL DECISION ON THE APPLICABILITY OF THE INFORMATION AND PRODUCTS.  
PURCHASERS ARE SOLELY RESPONSIBLE FOR THE CHOICE, SELECTION AND USE OF THE SHANGHAI FUDAN 
MICROELECTRONICS GROUP CO., LTD PRODUCTS AND SERVICES DESCRIBED HEREIN, AND SHANGHAI FUDAN 
MICROELECTRONICS GROUP CO., LTD ASSUMES NO LIABILITY WHATSOEVER RELATING TO THE CHOICE, SELECTION 
OR USE OF THE SHANGHAI FUDAN MICROELECTRONICS GROUP CO., LTD PRODUCTS AND SERVICES DESCRIBED 
HEREIN. UNLESS EXPRESSLY APPROVED IN WRITING BY AN AUTHORIZED SHANGHAI FUDAN MICROELECTRONICS 
GROUP CO., LTD REPRESENTATIVE, SHANGHAI FUDAN MICROELECTRONICS GROUP CO., LTD PRODUCTS ARE NOT 
RECOMMENDED, AUTHORIZED OR WARRANTED FOR USE IN MILITARY, AIR CRAFT, SPACE, LIFE SAVING, OR LIFE 
SUSTAINING APPLICATIONS, NOR IN PRODUCTS OR SYSTEMS WHERE FAILURE OR MALFUNCTION MAY RESULT IN 
PERSONAL INJURY, DEATH, OR SEVERE PROPERTY OR ENVIRONMENTAL DAMAGE. 
FUTURE ROUTINE REVISIONS WILL OCCUR WHEN APPROPRIATE, WITHOUT NOTICE. CONTACT SHANGHAI FUDAN 
MICROELECTRONICS GROUP CO., LTD SALES OFFICE TO OBTAIN THE LATEST SPECIFICATIONS AND BEFORE PLACING 
YOUR PRODUCT ORDER. PLEASE ALSO PAY ATTENTION TO INFORMATION PUBLISHED BY SHANGHAI FUDAN 
MICROELECTRONICS GROUP CO., LTD BY VARIOUS MEANS, INCLUDING SHANGHAI FUDAN MICROELECTRONICS GROUP 
CO., LTD HOME PAGE (HTTP://WWW.FMSH.COM/).  
PLEASE CONTACT SHANGHAI FUDAN MICROELECTRONICS GROUP CO., LTD LOCAL SALES OFFICE FOR THE 
SPECIFICATION REGARDING THE INFORMATION IN THIS DOCUMENT OR SHANGHAI FUDAN MICROELECTRONICS GROUP 
CO., LTD PRODUCTS. 
 

Trademarks 

Shanghai Fudan Microelectronics Group Co., Ltd name and logo, the “复旦” logo are trademarks or registered trademarks of 

Shanghai Fudan Microelectronics Group Co., Ltd or its subsidiaries in China.  

Shanghai Fudan Microelectronics Group Co., Ltd, Printed in the China, All Rights Reserved.
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Introduction 
 
FM15160 is a 32-bit security chip with multiple interfaces including USB, ISO7816, UART, SPI and 
GPIO. Its built-in memory is implemented with a 160KB FLASH, a 64KB ROM and an 8KB RAM. 
Algorithms surported by the chip are symmetric algorithms SM1, SM7, SSF33, SMS4, DES/3DES 
AES, asymmetric algorithms SM2, ECC RSA, and hash algorithms SM3, SHA1, SHA256 and 
MD5. The security chip has a hardware true random number generator and safety protection 
circuits built in and is capable of isolating and protecting multiuser programs.  
FM15160 chip offers low power consumption, high stability and high operating efficiency. The 
security chip can be used to implement PKI-based applications, such as USB keys, PSAM cards, 
dongles and other similar embedded systems, in the fields of e-commerce, e-government affairs, 
finance, securities, social security, etc. 

General Description 

Main Contents FM15160 

Communication Interfaces 

USB 2.0(Full Speed) 
ISO 7816 (interface A and B, supporting Master/Slave) 
UART 
SPI 
GPIO 

CPU C-core 

Security Algorithms  
Symmetric Algorithms: DES/TDES/AES/SMS4 
Asymmetric Algorithms: RSA(128~2048 bit)/ECC(512 bit) 
Hash Algorithms: SHA1/SHA256/MD5 

Memory Capacity 

Program Memory 128KB FLASH 
Data Memory 32KB FLASH 
RAM 8KB 
ROM 64KB 

Security Precaution 

Hardware True Random Number Generator 
Anti-SPA/DPA/DFA Security Algorithms  
WDT watch dog timer module 
Light sensor 
Voltage sensor 
Frequency sensor 
Temperature sensor 
Shield sensor 
Memory Data bus Encryption 

Multiuser Support Isolation and protection of multiuser programs 

FLASH Dependability 
100,000 cycles of program/erase 
100 years of data retention 

External Crystal Oscillator  12MHz and 6MHz crystal oscillators applicable 
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Packaging 
 
Types of Packaging: SSOP28, QFP44，8 pin contact module，DIP8, SOP8 packaging 

SSOP28 Packaging Diagram 
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QFP44 Packaging Diagram 
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SIM Card Module Packaging Diagram 
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DIP8/SOP8 Packaging Diagram 
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Revision History 
 

Version 
Publication 

Date 
Pages 

Paragraph or 
Illustration 

Revise Description 

1.0 Nov 2013 8  Initial Release. 
1.1 Jul 2014 8  Updated packaging of DIP8/SOP8 
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Sales and Service 
Shanghai Fudan Microelectronics Group Co., Ltd. 
Address: Bldg No. 4, 127 Guotai Rd,  
Shanghai City China.  
Postcode: 200433  
Tel: (86-021) 6565 5050  
Fax: (86-021) 6565 9115 

Shanghai Fudan Microelectronics (HK) Co., Ltd. 
Address: Unit 506, 5/F., East Ocean Centre, 98 Granville Road, Tsimshatsui East, Kowloon, Hong Kong 
Tel: (852) 2116 3288  2116 3338  
Fax: (852) 2116 0882 
 
Beijing Office 
Address: Room 423, Bldg B, Gehua Building, 
1 QingLong Hutong, Dongzhimen Alley north Street, 
Dongcheng District, Beijing City, China.  
Postcode: 100007 
Tel: (86-010) 8418 6608  
Fax: (86-010) 8418 6211 
 
Shenzhen Office 
Address: Room.1301, Century Bldg, No. 4002, Shengtingyuan Hotel, Huaqiang Rd (North),  
Shenzhen City, China. 
Postcode: 518028 
Tel: (86-0755) 8335 0911  8335 1011  8335 2011 8335 0611  
Fax: (86-0755) 8335 9011 
 
Shanghai Fudan Microelectronics (HK) Ltd Taiwan Representative Office   
Address: Unit 1225, 12F., No 252, Sec.1 Neihu Rd., Neihu Dist., Taipei City 114, Taiwan  
Tel : (886-2) 7721 1889  
Fax: (886-2) 7722 3888 
 
Shanghai Fudan Microelectronics (HK) Ltd Singapore Representative Office  
Address : 237, Alexandra Road, #07-01 The Alexcier, Singapore 159929 
Tel : (65) 6472 3688 
Fax: (65) 6472 3669 
 
Shanghai Fudan Microelectronics Group Co., Ltd NA Office 
Address :2490 W. Ray Road Suite#2  
Chandler, AZ 85224 USA 
Tel : (480) 857-6500 ext 18 
 
Web Site: http://www.fmsh.com/ 
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