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INFORMATION IN THIS DOCUMENT IS INTENDED AS A REFERENCE TO ASSIST OUR CUSTOMERS IN THE SELECTION OF
SHANGHAI FUDAN MICROELECTRONICS CO., LTD PRODUCT BEST SUITED TO THE CUSTOMER'S APPLICATION; THEY DO
NOT CONVEY ANY LICENSE UNDER ANY INTELLECTUAL PROPERTY RIGHTS, OR ANY OTHER RIGHTS, BELONGING TO
SHANGHAI FUDAN MICROELECTRONICS CO., LTD OR A THIRD PARTY. WHEN USING THE INFORMATION CONTAINED IN
THIS DOCUMENTS, PLEASE BE SURE TO EVALUATE ALL INFORMATION AS A TOTAL SYSTEM BEFORE MAKING A FINAL
DECISION ON THE APPLICABILITY OF THE INFORMATION AND PRODUCTS. SHANGHAI FUDAN MICROELECTRONICS CO.,
LTD ASSUMES NO RESPONSIBILITY FOR ANY DAMAGE, LIABILITY OR OTHER LOSS RESULTING FROM THE INFORMATION
CONTAINED HEREIN. SHANGHAI FUDAN MICROELECTRONICS CO., LTD PRODUCTS ARE NOT INTENDED FOR USE IN
MEDICAL, LIFE SAVING, OR LIFE SUSTAINING APPLICATIONS. THE PRIOR WRITTEN APPROVAL OF SHANGHAI FUDAN
MICROELECTRONICS CO., LTD IS NECESSARY TO REPRINT OR REPRODUCE IN WHOLE OR IN PART THESE DOCUMENTS.
Future routine revisions will occur when appropriate, without notice. Contact Shanghai Fudan Microelectronics Co., Ltd sales office to
obtain the latest specifications and before placing your product order. Please also pay attention to information published by
Shanghai Fudan Microelectronics Co., Ltd by various means, including Shanghai Fudan Microelectronics Co., Ltd home page
(http://www.fmsh.com/).

Please contact Shanghai Fudan Microelectronics Co., Ltd local sales office for the specification regarding the information in this
documents or Shanghai Fudan Microelectronics Co., Ltd products.

Trademarks
Shanghai Fudan Microelectronics Co., Ltd name and logo, the “& H” logo are trademarks or registered trademarks of Shanghai
Fudan Microelectronics Co., Ltd or its subsidiaries in China.

Shanghai Fudan Microelectronics Co., Ltd, Printed in the China, All Rights Reserved.
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1.

Features

® Contactless Communications RF
Interface

>

Contactless transmission of data and
supply (no battery needed)

Operating distance: up to 100mm
(depending on antenna geometry)

Operating frequency: 13.56MHz
Fast communication baud rate: 106Kbit/s

Half duplex communication protocol
using handshake

Modulation and encoding comply with
ISO/IEC 14443 Type-A protocol

Answer to request: comply with
ISO/IEC14443 Type-A protocol.

Typical transaction time: < 35ms

True anti-collision

Lras8feFRInHERASE
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® EEPROM
» 512 bits EEPROM memory.
» Organized in 16 blocks of 4 bytes each

» 32 bit User definable One Time
Programmable (OTP) area

» 384 bit user r/w area (12 pages).

® High Security

> 7 bytes serial number (cascade level2
according to ISO/IEC 14443-3

» Field programmable read-only locking
function per page
® High Reliability
» Endurance: 100,000cycle

» Data Retention: 10 Years

Functional Specification

FM11RFO0O5U 512Bits Contactless Smart Card IC
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Product Overview

2.1.

2.2.

Instruction

The FM11RFO005U is the contactless smart card IC according to 1ISO14443 Type-A developed by
Shanghai FM Co., LTD. This device has 512 bits EEPROM organization. The maximum communication
range between the reader antenna and contactless card is approximately 10cm. Data is exchanged
half duplex at a 106-kbit/s rate.

Depending on the field programmable read-only locking and One Time Programmable (OTP)
function, the FM11RF005U provides advanced security level and logical transaction function. As a
style of multi-application card, the FM11RF005U is wildly used in the low-cost field of city public
transport. variously charging payment card. data acquisition systems and comparable application.

The Contactless smart card contains three components: FM11RF005U chip. antenna and the card
base with PVC (or PET) material. No battery is needed. When the chip is positioned in proximity of
the coupling device antenna, the high speed RF communication interface allows to transmit data
with 106 Kbit/s.

Block Diagram

RF Interface Digital Section

Clock Clock
>

Generator Anti-conllision
Reset Signal
Reset Circuit ——» Control &
Arithmetic

modulator Data Select Unit EEPROM

Demodulator > Application Interface

Antenna

EEPROM

Power
Voltage
Regulator

High Voltage Authentication & Crypto
POP EEPROM g—gb Access Control Unit

Figure 2-1 FM11RFO05U Block Diagram
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Command Set

3.1. Command Description
REQALL/REQA: establishes the communication between card and RWD, the REQALL/REQA
command has to be passed before implementing the further commands. The difference of REQA
and WUPA is the REQA will only response on the idle state, thus WUPA will response at two state
of idle and halt.
ANTICOLLISION/SELECT: double command: Cascade Level 1 and Cascade Level 2, respectively
return the first 3 bytes and the second 4 bytes of UID.
Read: read out seriate 4 pages (16 bytes) from specified address.
Halt: make the card return to the halt state from the active state.
Write: write and the compatibility write CMD. The write command write data to one page and
finished at once, however, the compatibility write CMD also write one page but it transmit 16 bytes
data at twice, first send the compatibility write command and address to card, after acknowledges it
is right the card will answer a response, and then transmit the data waiting to be written.
3.2. Command Format
1. REQA
Code Parameter Data Integrity mechanism Response
0x26 (7Bit) - - - 0x0044
REQA
CMD (7 Bit) RWD
Ti >
ime
447 ] 700
ATQA FM11RFO05U
«90us»«—80us——»«—180us—»
raE8feFRINHEIRAE
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2. WUPA
Code Parameter Data Integrity mechanism Response
0x52 (7Bit) - - - 0x0044
WUPA
CMD (7 Bit) RWD
Time
447 00"
ATQA FM11RF005U
«90us»«—80uys——»«—180us—»

3+ ANTICOLLISION AND SELECT OF CASCADE LEVEL 1

Code Parameter Data Integrity mechanism Response
Anticollision: 0x93 | 0x20 - 0x67 Part of UID Parity Rest of UID
Select: 0x93 0x70 First 3 bytes of UID | Parity. BCC. CRC | SAK (04")
ANTICOLLISION of CASCADE LEVEL1
CMD ARG RWD
88" | sNo | sN1 | sN2 [Bect | Time
CT First 3 bytes of UID FM11RF005U
<+—190us—»+—80us—w»o+————————430ys———————————»
SELECT of CASCADE LEVEL1
CMD ARG CT First 3 bytes of UID CRC RWD
93" | '70" | '88" | SNO | SN1[ SN2 [BCC1[ CO | C1 |
e
SAK  CRC
FM11RFOO5U
- 780ys—————————————— >4 80us—»4¢—260ys— >
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4. ANTICOLLISION AND SELECT OF CASCADE LEVEL 2
Code Parameter Data Integrity mechanism| Response
Anticollision: 0x95 | 0x20 - 0x67 Part of UID Parity Rest of UID
Select: 0x95 0x70 Second 4 bytes of UID | Parity., BCC. CRC | SAK ('00")
ANTICOLLISION of CASCADE LEVEL?
CMD ARG RWD
| SN3 [ SN4 | SN5 | SN6 [BCC2] Time
Second 4 bytes of UID FM11RF0O05U
4—190uys——p4—80us—p4¢—430ys— P
SELECT of CASCADE LEVEL?2
CMD ARG Second 4 bytes of UID CRC RWD
| o5 [ 70" | SN3 [ SN4 [ SN5 [ SN6[BCC2| CO | C1 |
SAK R
FM11RFO005U
- 780ys——————————— 4 80us—»4——260ys——p

5. READ
Code Parameter Data Integrity mechanism Response
0x30 ADR (8Bit) - CRC 16 Byte Date
READ
CMD ARG CRC RWD
| 30" | ADR | CO | C1 |
: '
Time
NAK FM11RF005U
| Do | | D15 | co | c1 |
16 bytes date CRC
<+ 360uys————»<80u»e+———1540ys——>
ot —
£§§%ﬂﬁ%ggjﬁﬁgﬁfﬂ Functional Specification
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6. HALT
Code Parameter Data Integrity mechanism Response
0x50 0x00 - Parity. CRC NAK. AK
HALT
CMD ADR CRC RWD
| 50" | 00" | cO | C1 |
Time
ACK ———
FM11RFO005U
«+——360ys——»4-80us—»«50us»
7~ WRITE
Code Parameter Data Integrity mechanism Response
0xA2 ADR (8Bit) 4 Byte Parity. CRC NAK. AK
WRITE
CMD ARG 4 Byte Data CRC RWD
| a2 [ADR| Do | D1 | D2 | D3 | co | ct |
Time>
NAK FM11RF005U
«50us»
- 700ps——— >4 80us»«4—3170uys——»<50us>
ot —
£§§%ﬁﬁ%g!gjﬁﬁgﬁfﬂ Functional Specification
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8. COMPATIBILITY WRITE
Code Parameter Data Integrity mechanism Response
0xAO0 ADR (8Bit) 16 Byte Data Parity. CRC NAK or AK
COMPATIBILITY WRITE RWD
CMD ARG CRC 16 Byte Data CRC
\'AO'\ADR\co\cw\ ‘DO‘ ..... |D15‘CO‘CW‘
Time >
(N)AK \ NAK \ \ AK \
~--50us— -4-50us - 50us >
FM11RFO005U
-——360pys———p=480ush 4——1540ps———»4-80us—4—3170pus—

Note:

1. All of upwards commands are accommodated from RWD to card.

2. The CASCADE LEVEL1 will be implemented only at the Ready1state; CASCADE LEVEL2 will
be implemented only at the Ready?2 state.

3. Even though 16 bytes are transferred to the FM11RF005U, only the least significant 4 bytes will
be written to the specified address.

4. During the communication there is a Parity bit after each byte, but parity bit don’'t need
implement the CRC.

(=] na . g .
Lm!mﬁﬁ%ﬁﬂﬁﬁgﬁf‘ﬂ Functional Specification
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4.

State Diagram

The commands are initiated by the RWD and controlled by the command interpreter of the
FM11RFO05U. It handles the internal states and generates the appropriate responses.

Receive WUPA

ANTICOLLISION

SELECT1 |
(Cascade level 1) |

~ N\
\ ANTICOLLISION/:’"
| /
| /
SELECT2 /
(Cascade level 2) /

| READ

\

Figure 4-1 FM11RFOO5U Card State Conversion
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5. Memory Organization

The 512 bit EEPROM memory of the FM11RFO005U is organized in 16 pages with 4 bytes each, one
block consists of 16 bytes each.

Byte Number 0 1 2 3 Page No.
Serial Number SNO SN1 SN2 BCC1 0
Serial Number SN3 SN4 SN5 SN6 1
Internal/Lock BCC2 Internal LockO Lock1 2
OTP OTPO OTP1 OTP2 OTP3 3
Data read/write DATEO DATE1 DATE2 DATE3 4
Data read/write DATE4 DATES DATE6 DATE7 5
Data read/write DATES DATE9 DATE10 DATE11 6
Data read/write DATE12 DATE13 DATE14 DATE15 7
Data read/write DATE16 DATE17 DATE18 DATE19 8
Data read/write DATE20 DATE21 DATE22 DATE23 9
Data read/write DATE24 DATE25 DATE26 DATE27 10
Data read/write DATEZ28 DATE29 DATE30 DATE31 11
Data read/write DATE32 DATE33 DATE34 DATE35 12
Data read/write DATE36 DATE37 DATE38 DATE39 13
Data read/write DATE40 DATE41 DATE42 DATE43 14
Data read/write DATE44 DATE45 DATE46 DATE47 15

Table 5-1 FM11RF005U Memory Organization

Note: the page0, page1 and the first byte of page2 are write-protected after having been programmed
by the IC manufacturer after production, user can’t change those. Other area is user area..

5.1. UID/Serial Number

The first 2 bytes of Page0. Page1 and Page 2 are serial number:

PageO Page1 Page2

ol 1| 2]3 4 | 5 | 6 | 7 8 | 9 | 10| 11

First 3 bytes of
Serial Number

Later 4 bytes of
Check ByteO Serial Number | Check Byte1

Figure 5-1 FM11RFO05U Serial Number

Note: 1. UID is write-protected by the IC manufacture, User can’t change it;

2, BCCO=CT @ SNO ® SN1 ® SN2; BCC1=SN3 @ SN4 @ SN5 ® SN6.,
rasS8feFRInHERAE
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5.2. OTP

Page 3 is the OTP page. It is pre-set to all “0” after production. These bytes may be bit-wise
modified by a write command. But this process is irreversibility. Once a bit is set to “1”, it can’t be
changed back “0” again..

5.3. Lock Bytes

The bits of Byte 2 and 3 of page 2 represent the field-programmable read-only locking mechanism.

MSB LSB MSB LSB
L L L L L | BL | BL | BL L L L L L L L L
7 6 5 4 | OTP |15-10| 9-4 | OTP 15 |14 |13 | 12 | 11 | 10 | 9 8

Page2

8 [ 9 [10] 11

LOCKO Lx Locks page x to Read-only
BLx blocks further locking for the memory area x

LOCK1

Figure 5-2 FM11RFO05U Lock Bytes

Note:

1. After some bits were locked, the rearward write operation on the block-locking bits has no effect
until the lock is unlocked.

2. If the bit Lx is set to read-only, the corresponding setting of the BLx will be ignored.

3. If a bitis set to “1”, it can’t be changed back to “0” again.

4. The Locking and block-locking bits can be set via a write command; this process cann’t change
the contents of bytesO and bytes1 of page2.

5. To activate the new locking configuration after a write to the lock bit area, a REQA or WUPA
command has to be carried out.

5.4. Data Pages

Page4 to 15 constitute the user read/write area. After production the data pages are initialized to all

IIOII-
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Revision History

. Publication Paragraph or ) o
Version Pages . Revise Description
date lllustration
1.0 Oct. 2007 15 Initial Release.
1.1 May.2008 15 |Sales and service |Updated the address of HK office.
LriaS8ReFRINARASE

SHANGHAI FUDAN MICROELECTRONICS CO.. LTD.

FM11RFO0O5U 512Bits Contactless Smart Card IC

Ver. 1.1

Functional Specification

14




FUDAN MICROELECTRONICS

S8feTF

(G

n
£

Sales and Service

Shanghai Fudan Microelectronics Co., Ltd.
Address: Bldg No. 4, 127 Guotai Rd,

Shanghai City China.

Postcode: 200433

Tel: (86-21) 6565 5050

Fax: (86-21) 6565 9115

Shanghai Fudan Microelectronics (HK) Co., Ltd.
Address: Unit 506, 5/F., East Ocean Centre, 98 Granville Road,
Tsimshatsui East, Kowloon, Hong Kong

Tel: (852) 2116 3288 2116 3338
Fax: (852) 2116 0882

Beijing Office

Address: Room.1208, Bldg C,

Zhongguancun Science and Technology Development Edifice,
34 zhongguancun Street (South),

Hai Dian District, Beijing City, China.

Tel: (86-10) 6212 0682 6213 9558

Fax: (86-10) 6212 0681

Shenzhen Office

Address: Room.1301, Century Bldg, Shengtingyuan Hotel, Huagiang Rd (North),
Shenzhen City, China.

Tel: (86-755) 8335 1011 8335 0911
Fax: (86-755) 8335 9011

Web Site: http://www.fmsh.com/
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